
 
Spam made up 89.81 percent of all messages in May, compared with 89.22 percent in April. As 
we are approaching mid-ȅŜŀǊΣ ŀ ǎŜŎǘƛƻƴ ƻŦ ǘƘƛǎ ƳƻƴǘƘΩǎ ǊŜǇƻǊǘ ǘŀƪŜǎ ŀ ƭƻƻƪ ŀǘ ǘƻǇ ǎǇŀƳ ŀƴŘ 
phishing trends in 2010 so far, and how those trends are continuing today.  Also get to know 
ǿƘŀǘΩǎ ōŜƛƴƎ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ǘƘŜ Ƴƻǎǘ ŀƴƴƻȅƛƴƎ ǎǇŀƳ ǘƘƛǎ ƳƻƴǘƘΦ 
 
With social networks continuing to add millions of users to its overall user base, crafty spam-
mers  are taking advantage of the popularity of these networks to design new spamming tech-
niques week after week.  The State of Spam & Phishing report for this month provides a deep 
dive on social network spam, highlighting some unique and dangerous techniques deployed by 
spammers.  
 
hǘƘŜǊ ƛƴǘŜǊŜǎǘƛƴƎ ŦŜŀǘǳǊŜǎ ƛƴ ǘƘƛǎ ƳƻƴǘƘΩǎ ǊŜǇƻǊǘ ƛƴŎƭǳŘŜ ǘƘŜ ƛƴŎǊŜŀǎŜ ƛƴ ΦǊǳ ǎǇŀƳ ŀƴŘ 9a9!Ωǎ  
ƳŀǊŎƘ ǘƻǿŀǊŘǎ ǎŜƴŘƛƴƎ ƘŀƭŦ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ǎǇŀƳΦ  
 
On the phishing front, Symantec observed a 9 percent decrease in overall phishing attacks from 
the previous month. The decrease was contributed to all sectors of phishing. Phishing websites 
generated from automated phishing toolkits comprised 12 percent of all phishing, a decrease of 
3 percent from the previous month. Unique URLs decreased by 10 percent from the previous 
month. About 93 webhosting services were used that comprised 11 percent of all phishing, an 
increase of 6 percent from the previous month. The number of phishing websites in non-English 
languages was nearly the same as the previous month. Among non-English phishing websites, 
attacks in French and Italian languages were found to be higher in May. Phishing in French was 
mostly from the E-commerce and banking sector and attacks in Italian were mostly on banking. 
 
The following trends are highlighted in the June 2010 report: 
 
¶ Deep Dive into Social Network Spam 
¶ Phishing Prepaid Debit Card Accounts 
¶ Phishing US Servicemen and Veterans 
¶ First Half of 2010: Spam, Spam and more Spam 
¶ Most Annoying Spam 
¶ 9a9!Ωǎ aŀǊŎƘ ¢ƻǿŀǊŘǎ рл҈ 
¶ May 2010: Spam Subject Line Analysis  
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